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MAKING THE CASE - KEY POINTS
Since 2006, successive NCRIS Roadmaps have recognised Access and Authen�ca�on as crucial na�onal 
research infrastructure.

One-off seed funding was provided to the Australian Access Federa�on (AAF) in 2009 to take the first steps 
towards establishing a trust and iden�ty federa�on for Australia’s research and educa�on system. Today, the 
AAF is globally recognised as a leader in its field. 

While the AAF’s core opera�ons are supported through subscrip�on fees, AAF receives no systemic or 
ongoing funding to meet the evolving access and authen�ca�on needs of the NCRIS system. Without 
systemic investment, the efficiency and effec�veness of the research system con�nues to be diminished and 
support for research is at risk.

High quality iden�ty and access infrastructure is an essen�al component of the NCRIS Digital and Data 
Pla�orms (DDeRP) as outlined in the roadmap. Importantly it is needed to protect Australia’s research 
infrastructure, researchers, research data and interna�onal research partnerships from cybera�acks and 
foreign interference.

There is a growing recogni�on and consensus that an urgent injec�on of resources towards an NCRIS Trust 
and Iden�ty Accelerator and Incubator is needed.

A perishable opportunity to act now exists that would enable Australia to leverage the work of the 
European Union along with other interna�onal best prac�ce systemic research infrastructure approaches to 
Trust and Iden�ty. The benefits of ac�ng now would result in:

1.

a key skills and exper�se deficiency in the system being addressed

research organisa�ons and NCRIS capabili�es having access to a world leading research specific 
access and authen�ca�on framework and support to use it
enhanced capabili�es for Australian researchers to par�cipate in and collaborate with leading 
global research ini�a�ves

a more connected, efficient and integrated research infrastructure system

safe and secure research infrastructure. 

The AAF Making the Case: An NCRIS Trust and Identity Capability document outlines how the establishment 
and delivery of a NCRIS funded Trust and Iden�ty program (consis�ng of an accelerator and incubator) is 
required now. An AU$3.2M (year 1), AU$3.3M (year 2), AU$3.6M (year 3) investment is cri�cal to help inform 
the longer-term needs of the NCRIS system. More detailed informa�on can be found at: ncris.aaf.edu.au.



EXECUTIVE SUMMARY
Access, authen�ca�on and authorisa�on iden�ty management was recognised as an important part of the 
Na�onal Research Infrastructure ecosystem in the first Na�onal Collabora�ve Research Infrastructure 
Strategy (NCRIS) Roadmap in 2006.  The Australian Access Federa�on (AAF) was formally established in 
2009 and received a one-off funding grant from the Commonwealth Government.  Since then the AAF has 
established itself as a financially self-sufficient organisa�on that provides federated iden�ty services which 
are used by every university in Australia and CSIRO and is globally recognised as a world leader in the space.

The AAF has not received any ongoing funding to support NCRIS and the research system.  Without such 
funding the efficiency and effec�veness of the research system con�nues to be diminished and support for 
the research system is at risk.  While NCRIS capabili�es have been encouraged to use the AAF, historical 
investment in iden�ty and access management within the NCRIS system has been disconnected and 
piecemeal in its nature.  Individual capabili�es o�en don’t have the necessary skills, knowledge and 
experience to address their iden�ty management needs.  Iden�ty and access management skills are scarce 
and research specific needs of the NCRIS system can’t be addressed by universi�es. There has also been no 
way to nurture and retain these skills within the research and educa�on system.  At the same �me, there 
has been a significant increase in cyber-a�acks targe�ng Australia’s Research and Educa�on system, along 
with poten�al foreign interference.  Sound iden�ty management prac�ces are an important part of 
protec�ng cri�cal infrastructure and currently there is no strategy in place to help protect NCRIS.

More recently the Digital Data and eResearch Pla�orms (DDeRP) group (as outlined in the 2016 eResearch 
Infrastructure Roadmap as the AAF, AARNet, ARDC, NCI, and Pawsey Super Compu�ng Centre) has unified 
to map the various components of the underpinning infrastructure that supports the research system with 
iden�ty and access management being iden�fied as a fundamental component of the system, and the AAF 
being the only provider of the underpinning infrastructure. 

Interna�onally the European Union (EU) has developed the Authen�ca�on and Authorisa�on for Research 
Communi�es Blueprint Architecture which provides a technology neutral blueprint that standardises the 
implementa�on of Access and Authorisa�on Infrastructure.  Combined with various reusable tools, modules 
and other ini�a�ves in the USA and the rest of the world, Australia has an opportunity to leverage this work 
to fast track a world leading framework and approach to iden�ty and access management for the NCRIS 
system and the research system more broadly.

The key components of a systemic capability for Australia would include:

2.

a Trust and Iden�ty Framework for Research

a series of Trust and Iden�ty Incubators that work with cu�ng edge research infrastructure

re-usable so�ware solu�ons, tools and modules that could be used by research infrastructure 
providers

skills and exper�se for a cohort of iden�ty and access management specialists that can work with 
and support the NCRIS system

Access and Authorisa�on Infrastructure that builds on the AAF to support the unique needs of 
the research sector.

To deliver a Trust and Iden�ty capability for NCRIS, a Trust and Iden�ty Accelerator and Incubator program is 
needed. By taking advantage of the opportuni�es that are available to Australia today NCRIS can fast track 
the establishment of a system wide approach. This would greatly enhance the efficiency, effec�veness and 
resilience against cyber-a�acks of the NCRIS system and provide much needed support. An AU$3.2M (year 1), 
AU$3.3M (year 2), AU$3.6M (year 3) investment is cri�cal to help to inform the longer-term needs of the 
NCRIS system. 



BACKGROUND
The Na�onal Collabora�ve Research Infrastructure Strategy (NCRIS) since its incep�on has resulted in a 
na�onal network of world-class research infrastructure projects. These projects support high-quality 
research that drives greater innova�on in the Australian research sector and the economy more broadly.

To date, investments with NCRIS have been made through a suite of projects which are focused on 
par�cular domains or capabili�es that align with na�onal research priori�es. Very early in the history of 
NCRIS, it was recognised that the NCRIS system needed a number of system-wide founda�onal capabili�es, 
including but not limited to compute (both High Peformance Compu�ng [HPC] and Cloud), research data 
storage and research data management.  Access, authen�ca�on and authorisa�on iden�ty management 
was recognised as an important part of the Na�onal Research Infrastructure ecosystem in the first NCRIS 
Roadmap  in 2006.  The Australian Access Federa�on (AAF) was formally established in 2009 and received a 
one-off funding grant from the Commonwealth to help with its establishment.

The AAF today is:

part of a global network of over 61 federa�ons around the world

globally recognised as a world leader in enabling researchers to securely access Australia’s na�onal 
research infrastructure and global research infrastructure collabora�ons
considerably influen�al within the interna�onal community 
on the steering commi�ee for the interna�onal Research and Educa�on Federa�ons  (REFEDS) 
group

Chair of the interna�onal eduGAIN  Steering Commi�ee

delivering programs on behalf of the European Union (EU) within the Asia Pacific region as well as helping 
to establish a number of federa�ons in the Asia Pacific region

a world leader in verifica�on services through its VerifID Global  program which the UK has recently 
licensed as a whole of country solu�on.

Following the first NCRIS Roadmap, iden�ty and access management (IDAM) has con�nued to be an 
important part of the Na�onal Research Infrastructure in successive NCRIS roadmaps, including in the most 
recent 2016 NCRIS Roadmap. Despite this, the AAF does not receive any ongoing direct funding from the 
Commonwealth to support the needs of the NCRIS system. The AAF has become financially self-sufficient 
and independent for its core opera�ons, but without funding to support NCRIS and the research system, the 
efficiency of the research system con�nues to be diminished and support for the research system is at risk.

For more informa�on on the AAF, go to aaf.edu.au/media/2020/pubs/AAF_NCRIS_flyer_2019_FIN.pdf

 h�ps://docs.educa�on.gov.au/node/34113

 h�ps://refeds.org/

The eduGAIN interfedera�on service connects iden�ty federa�ons 
around the world, simplifying access to content, services and resources 
for global research – h�ps://edugain.org 

h�ps://verifid.global 3.
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As NCRIS capabili�es update/evolve their infrastructure, 
they are using informa�on and communica�on 
technologies, including Access and Authorisa�on 
Infrastructure (AAI) to transform the scien�fic process.  
This process of digitalisa�on has been recognised in the 
Organisa�on for Economic Coopera�on and 
Development (OECD) Global Science Forum Paper on 
Open and Inclusive Collabora�on  as being one of the key 
elements of open and inclusive collabora�on in science.  

As an example, capabili�es like Microscopy Australia are 
increasingly acquiring instruments which include 
technology that has access and authorisa�on 
infrastructure built-in or needs to be integrated with 
other access and authorisa�on infrastructure solu�ons.  
NCRIS capabili�es also offer addi�onal services, allowing 
researchers to process and visualise their data.  These 
service offerings rely on access and authorisa�on 
infrastructure, not only to func�on but to ensure the 
right people access the right data.

Sensi�ve data has also emerged as a strategically 
important and growing area of need within the NCRIS 
system.  Exis�ng systems, such as SURE, were developed 
as a standalone island of iden�ty management without 
using the AAF. To successfully develop interoperable 
access and authorisa�on infrastructure solu�ons for 
sensi�ve data within the NCRIS system will require a set 
of skills, knowledge and exper�se that does not exist in 
any one NCRIS capability or project. 

Iden�ty and access management within the NCRIS 
system has historically been implemented as part 
of the services offered through: 

These efforts were o�en disconnected ini�a�ves, 
with the AAF being engaged by projects on a 
piecemeal basis to address one-off iden�ty and 
access management use cases.  Across the NCRIS 
system, iden�ty and access management has been 
an a�erthought as research infrastructure has 
been created. Individual capabili�es o�en don’t 
have the necessary skills, knowledge and 
experience to design and implement iden�ty and 
access management solu�ons, and understandably 
they focus their efforts within their domain of 
exper�se.  Whilst capabili�es have been 
encouraged to use the AAF, without access to the 
necessary exper�se, the barriers to adop�ng 
federated iden�ty management that is 
interoperable across the NCRIS system have simply 
been too high.

legacy ini�a�ves such as the Australian 
Na�onal Data Service, Na�onal eResearch 
Collabora�on Tool and Resources project and 
Research Data Services project
Na�onal Computa�onal Infrastructure (NCI)
Pawsey Supercompu�ng Centre
more recently, BioPla�orms Australia (BPA).

4.
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At the same time, the prevalence of 
cyber-attacks has grown dramatically, with the 
Bureau of Meteorology and the Australian 
National University being two recent 
high-profile examples. Australia’s national 
research infrastructure faces similar 
challenges, with a significant amount of 
Australia’s research output being derived from 
data which sits on national research 
infrastructure.  The commercial value of this 
data will continue to make this infrastructure a 
very attractive target. 

More recently the Digital Data and eResearch 
Platforms (DDeRP) group 

5.

OUTISDE DDeRP
(e.g. commerical)ARDC AARNetAAFNCI, Pawsey

DDeRP AREAS OF ACTIVITY OVERVIEW

OUTREACH, TRAINING, SUPPORT, ADVICE, CONSULTATION, POLICY

DISCOVERY, ANALYSIS CURATION INFRASTRUCTURE

ANALYSIS TOOLS VISUALISATION TOOLS

DATA MANAGEMENT TOOLS VIRTUAL LABS, PLATFORMS, GATEWAYS

NATIONAL CATALOGUE IDENTIFIERS STANDARD TERMINOLOGY

DATA ASSETS

HPC/HTC
INFRASTRUCTURE

CLOUD COMPUTE
INFRASTRUCTURE

DATA RETENTION
INFRASTRUCTURE

NETWORK
INFRASTRUCTURE

IDENTITY & ACCESS
MANAGEMENT

NATIONAL INFORMATION STRUCTURE

UNDERPINNING INFRASTRUCTURE

Figure 1 – Digital Data and eResearch Platform (DDeRP) components that underpin Australia’s eResearch

(as outlined in the 2016 eResearch Infrastructure 
Roadmap as the AAF, AARNet, ARDC, NCI, and 
Pawsey Super Computing Centre) has unified to 
map the various components of the eResearch 
Platforms that support the research system 
(Figure 1).  This strategic mapping provides the 
roadmap for the overall environment and 
underpinning infrastructure along with clearly 
delineating the components each organisation has 
a core competency in delivering. Identity and 
access management is clearly identified as a 
fundamental component of the system, with the 
AAF being the only provider of the underpinning 
infrastructure. 
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INTERNATIONAL 
THE CURRENT ENVIRONMENT

INTERNATIONAL RESEARCHERS CAN NOW 
MAP THE UNIVERSE WITH MURCHISON
The Murchison Widefield Array (MWA) is one of Australia’s leading radio telescopes enabling 
astronomers from around the world to explore the universe. Global collabora�on is integral to the 
success of the MWA and researcher outputs. To ensure seamless and secure collabora�on the MWA 
has connected to eduGAIN, a connec�on which is made possible by the AAF. 

The MWA Director, Professor Melanie Johnston-Holli�, said, “the eduGAIN connec�on is a vital 
service for an interna�onal collabora�on like the MWA making it simple for our team of global 
researchers to access data from the telescope”. Connec�ng the MWA to eduGAIN not only enhances 
and accelerates innova�on in astrophysics, it enables borderless research.

Building on the AARC BPA, the EU is now funding a 
program of work which is developing a cohort of AAI 
experts that are working with research infrastructure 
providers to help them successfully adopt the AARC 
BPA.  EU-based ini�a�ves, such as ELIXIR and EMBL 
(which Australian researchers engage with), are 
adop�ng the AARC BPA.

The Trust and Iden�ty Incubator work package (as 
part of the EU Trust and Iden�ty Program) provides 
specific funding to develop, foster and mature 
innova�ve ideas and approaches for research 
infrastructure.  This is an important element as 
research infrastructure o�en sits at the cu�ng edge 
of technology, requiring new access and 
authen�ca�on infrastructure that the market and 
community is not able to provide.

Australia is already well aligned with the EU efforts.  
Much of the technology and approaches used by the 
AAF when it was established in 2009 were built on EU 
ini�a�ves. Through a close partnership with key 
organisa�ons in the EU, the AAF has maintained a 
level of alignment with the EU through its various 
programs of work when appropriate.  Through its 
interna�onal leadership in the federa�on space, it 
also has strong connec�ons with key players in the 
EU.

One key differen�ator is that while the EU has been 
inves�ng in specific programs for AAI, there has been 
no ongoing program of funding in Australia to enable 
a research system-wide approach to support the 
unique needs of the research infrastructure providers 
within NCRIS or across Australia.

The approach taken by the EU to advance their Access 
and Authen�ca�on Infrastructure currently represents 
the best approach being taken in the world, and offers 
and excellent framework that can be easily translated 
to an Australian context. A number of ini�a�ves in the 
iden�ty space in the USA and elsewhere offer 
innova�ve approaches for par�cular domains or 
disciplines without the same system-wide focus 
typically taken in Australia. The combina�on of the 
European framework approach with best prac�ce 
domain or discipline approaches elsewhere in the 
world offers an interes�ng opportunity for NCRIS and 
the Australian research system.

Through Horizon 2020,  the EU has established a 
long-running Trust and Iden�ty Program. The AARC2 
(Authen�ca�on and Authorisa�on for Research 
Communi�es) work package (as part of the program) 
aims to design a framework to develop interoperable 
AAI, enabling researchers to access the whole research 
and infrastructure por�olio with a single login iden�ty.

Through the AARC2 program the EU has already 
funded a discovery phase which has resulted in the 
AARC Blueprint Architecture  (AARC BPA) which 
provides a technology neutral blueprint that 
standardises the implementa�on of an AAI for 
research collabora�ons, accompanied by a set of 
policy documents and guidelines for its deployment.  
This AARC BPA describes a suite of customisable 
so�ware modules that provide the necessary building 
blocks to effec�vely enable federated access 
management for local and interna�onal collabora�ons.  
EduGAIN was chosen as an underlying technology 
founda�on to manage users’ iden��es.
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The European Union (EU) Framework Program for Research 
and Innovation

https://aarc-project.eu/architecture/
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7.

IMPACTS OF THE CURRENT APPROACH
Choosing and implemen�ng the most appropriate access and iden�ty infrastructure requires a specialist set 
of knowledge and skills, which are in short supply. The complexity of research infrastructure goes beyond 
managing organisa�onal iden�ty management systems, which has tradi�onally been the purview of 
university informa�on technology departments.  It requires a complex combina�on of research specific 
processes, policies and technologies in order to work effec�vely. The scale and size of the staffing profile of 
many of the NCRIS capabili�es means that it is simply not prac�cal for each NCRIS capability to hire staff with 
the necessary skills. Likewise, individual universi�es are increasingly unable to provide the necessary research 
specific iden�ty management skills nor are they able to act as an incubator for staff with the right skills.

NCRIS
Research 
Infrastructure

International
Research 
Infrastructure

NCRIS
Research 
Infrastructure

NCRIS
Research 
Infrastructure

NCRIS
Research 
Infrastructure

A

B
D

E

Figure 2 – The current environment where there is no common framework and each capability has different IDAM technologies and 
solutions, with researchers holding multiple identities and some systems with insecure backdoors.

User creden�als (e.g. 
username and password)

Impeded data, 
workflows & collabora�on

Iden�ty & access
management solu�on

C

CURRENT RESEARCH SYSTEM ENVIRONMENT

Researcher

eduGAIN

Today’s researchers employ a range of analysis techniques and methods that span different parts of the 
research infrastructure.  For example, a researcher might undertake an ini�al analysis of their data as it 
streams off an instrument within the capability that supports the instrument. Before they apply a different 
set of analysis tools that reside in another capability, and end with a final analysis at their home ins�tu�on, 
within the research cloud or na�onal computa�onal infrastructure.

RESEARCH IS INCREASINGLY MULTIDISCIPLINARY



SKILLS AND EXPERTISE 

8.

With NCRIS projects implemen�ng their own iden�ty and access management solu�ons, the researcher has 
to navigate various disjointed iden�ty and access management systems across different elements of the 
research infrastructure.  The impact of this includes:

reducing the opportunity for researchers to use innova�ve research methods that span mul�ple 
research infrastructures which reduces their ability to conduct world class research

increasing the �me that researchers spend gaining access to various elements of research 
infrastructure, affec�ng the efficiency of the research system

making it more difficult to ‘glue’ individual pieces of na�onal research infrastructure together into a 
seamless set of tools, further reducing the efficiency of the research system

Australian research infrastructure being less interoperable with interna�onal research infrastructure, 
making it more difficult for Australian researchers to collaborate with their peers around the world

research infrastructure that is less safe and secure, leading to an increased risk of cyber-a�ack and 
foreign interference.

ENABLING A MORE INTERCONNECTED AND SECURE 
NCRIS SYSTEM
A system-wide holis�c approach to iden�ty and access management will ul�mately lead to all NCRIS 
capabili�es using a common Trust and Iden�ty Framework for Research.  This would result in standardised 
and interoperable access and authen�ca�on infrastructure connec�ng researchers na�onally and 
interna�onally.

scarce iden�ty and access management knowledge, skills and experience would be successfully 
sustained and nurtured, crea�ng a pipeline of research specific trust and iden�ty experts within the 
workforce

NCRIS capabili�es and research infrastructure providers would not need to recruit or retain trust and 
iden�ty experts, allowing them to focus on delivering world-class research infrastructure

the skills and exper�se needed to address complex trust and iden�ty issues associated with sensi�ve 
personal data would be retained within the NCRIS system, resul�ng in the alignment of strategies and 
solu�ons.

The benefits would include:
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SUPPORT RESEARCH ORGANISATIONS AND CAPABILITIES 

the barriers to implement iden�ty and access management solu�ons by NCRIS capabili�es and 
research infrastructure providers would be greatly reduced

NCRIS capabili�es would be able to focus on delivering world-class research infrastructure and not 
need to divert precious resources to implemen�ng access and authen�ca�on infrastructure

NCRIS capabili�es and research infrastructure providers could more easily par�cipate in global 
research

small research groups and organisa�ons, along with commercial research groups who currently 
experience difficul�es accessing na�onal research infrastructure could more easily be part of the 
Trust and Iden�ty Framework and leverage the research specific access and authen�ca�on 
infrastructure

NCRIS capabili�es and research infrastructure providers would have access to high quality support, 
assistance and exper�se in the event that they experience cyber-a�ack, causing a data breach or 
compromised system.

The benefits would include:

LEVERAGE GLOBAL CONNECTIVITY 

NCRIS capabili�es and na�onal research providers would be able to leverage the AAF’s interna�onal 
connec�ons, enabling researchers to more readily collaborate and par�cipate with their global peers and 
research collabora�ons

iden�ty and access management solu�ons would no longer be bespoke or isolated, allowing 
interoperability with interna�onal research infrastructure

the barriers for researchers to par�cipate in global research efforts using Australian research 
infrastructure would be reduced.

The benefits would include:

The Regional Innova�on Data Lab (RIDL), at Griffith University helps to build thriving communi�es by 
providing policy makers from local, state and federal governments, prac��oners from industry partners such 
as Ausgrid and researchers with data to solve real world social planning problems. Facilitated by AAF’s 
seamless login, RIDL accesses baseline data from NCRIS capability, AURIN (Australian Urban Research 
Infrastructure Network) to accelerate this research. AURIN’s data enables researchers to make informed 
decisions about future infrastructure for urban environments using evidence-based analysis. “A primary 
considera�on for AURIN is FAIR data access in a safe and secure manner for its research community. This 
requires high-quality trusted security solu�ons to be in place”, said Professor Stuart Barr, AURIN Director. By 
leveraging the AAF to provide researchers across Australia with authen�cated access to these data resources 
and tools, users can find the ‘right answer’ to Australia’s social planning problems.

ACCELERATING RESEARCH INTO OUR TOWNS, CITIES 
AND COMMUNITIES



10.https://www.dta.gov.au/our-projects/digital-identity/trusted-digital-identity-framework
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SAFE & SECURE 

RESEARCH 
INFRASTRUCTURE

BENEFITS

SUPPORT RESEARCH 
ORGANSATIONS AND 
CAPABILITIES

LEVERAGE GLOBAL
CONNECTIVITY

SKILLS & 
EXPERTISE

CONNECTING RESEARCH 
INFRASTRUCTURE

CONNECTED RESEARCH INFRASTRUCTURE

researchers would be able to access different parts of the NCRIS systems with ease, using the same 
ins�tu�onal or organisa�onal creden�als

various components of the na�onal research system could be more easily ‘glued’ together to form an 
integrated research workflow, improving the efficiency of the system

a more systema�c view of who uses na�onal research infrastructure could be achieved, enabling higher 
quality usage and sta�s�cal data to be automa�cally generated for research infrastructure providers and 
government

alignment of na�onal research infrastructure with the Commonwealth Government’s Trusted Digital 
Iden�ty Framework,  enabling researchers to more readily access public data and policy makers to access 
research data to accelerate research and be�er inform policy development.

SAFE AND SECURE RESEARCH INFRASTRUCTURE

there would be a greater degree of certainty that the right people are accessing research data and 
systems, lowering the risk of data breaches and foreign interference

there would be a system-wide li� in the knowledge and prac�ces around iden�ty and access 
management, including awareness of good iden�ty and access management prac�ces across the research 
system

the robustness of the iden�ty and access management that underpins the na�onal research 
infrastructure would be drama�cally enhanced through the broad use of a common Trust and Iden�ty 
Framework and access and authen�ca�on infrastructure

cyber-a�ackers would be faced with an increased number of well defended targets that must be 
breached, as well as a drama�c increase in the complexity to successfully compromise the iden�ty and 
access management component of any element of the na�onal research infrastructure

a proac�ve and effec�ve cyber-security strategy would be in place to ensure the access and 
authen�ca�on infrastructure components of the system can successfully withstand any cyber-a�ack 
today and into the future

strategies and prac�ces could be implemented to ensure that breaches are detected on an ongoing basis.

9

The benefits would include:

The benefits would include:
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FUTURE RESEARCH SYSTEM ENVIRONMENT

NCRIS
Research 
Infrastructure

International
Research 
Infrastructure

NCRIS
Research 
Infrastructure

NCRIS
Research 
Infrastructure

NCRIS
Research 
Infrastructure

Figure 3 – The future where each capability adopts a common Trust and Identity Framework and uses interoperable access and authentication 
infrastructure, with researchers holding a single identity and all systems being more secure.
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Researchers at the University of Queensland working on a COVID-19 vaccine are already collabora�ng closely 
with Commonwealth Serum Labratories (CSL), CSIRO as well as many other researchers around the world, 
including researchers at the Dutch company Viroclinics Xplore.  All of these collabora�ons require the sharing of 
data, as well as reciprocal access to cu�ng edge research instruments and analysis tools.  Allowing access to 
na�onal research infrastructure by researchers from the EU for example, o�en comes with a high degree of 
administra�ve burden for research teams as they try and manage iden��es, creden�als and access rights across 
disparate access and authorisa�on infrastructure.  It can also make it difficult to connect cu�ng edge research 
infrastructure from two different research groups or countries to accelerate the research effort.  Currently access 
to research infrastructure is o�en granted on an ad hoc basis, with no strategy or processes in place to ensure 
that access is subsequently revoked once the collabora�on has been completed.  This leaves Australia’s na�onal 
research infrastructure vulnerable to the wrong people subsequently having the wrong access to cri�cal 
infrastructure and data.
 
An investment in an NCRIS capability would result in a systemic approach to access and authorisa�on 
infrastructure across the na�onal research infrastructure that is well supported, making the process of gran�ng 
access to other researchers such as those at Viroclinics Xplore easy, safe and secure.  This would enable 
researchers to focus their efforts on cu�ng edge research problems.  Whilst the search for a COVID-19 vaccine is 
a good example of the challenges researchers face and how a Trust and Iden�ty Framework would help, the 
same benefits could be realised across almost all research domains and problems.

HOW A CAPABILITY WOULD HELP RESEARCHERS 
TACKLE COVID-19
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WHAT DOES AN NCRIS TRUST AND IDENTITY 
CAPABILITY LOOK LIKE?
The AAF is recognised as one of the leading federa�ons in the world, and the work that has been done to build 
the AAF represents a strong pla�orm which can be used to meet the needs of the NCRIS system today.  AAF staff 
are well connected and have linkages to the interna�onal federa�on community that do not exist in any other 
organisa�on in Australia.

Building on the experience of the AAF and learnings from ini�a�ves like the Horizon 2020 Trust and Iden�ty 
program, Australia is well posi�oned to fast-track a system-wide ini�a�ve to build the necessary framework, 
building blocks and exper�se to achieve a system-wide approach to iden�ty and access management for 
research.  With the EU forging ahead with the AARC BPA and the interna�onal connec�veness of Australian 
research, Australia has a flee�ng opportunity to take its research infrastructure to the next level for the benefit 
of Australian researchers.  

The �me to act is now.

KEY COMPONENTS

REUSABLE
TOOLS &
MODULES

SKILLS &
EXPERTISE

SUPPORTING
ACCESS,

AUTHENTICATION & 
AUTHORISATION 
INFRASTRUCTURE

TRUST AND IDENTITY 
INCUBATORS

TRUST AND IDENTITY 
FRAMEWORK 

FOR RESEARCH

NATIONAL RESEARCH 
INFRASTRUCTURE

Figure 4 – Key components of a Trust and Identity Capability
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5SUPPORTING 
ACCESS,

AUTHENTICATION &
AUTHORISATION 
INFRASTRUCTURE

Addi�onal access, authen�ca�on and authorisa�on infrastructure 
that builds on the AAF to support the unique needs of the 
research sector. 

4SKILLS & 
EXPERTISE 

assemble access and authen�ca�on infrastructure solu�ons, tools and modules in a manner 
that meet their unique needs
assist research infrastructure providers with their implementa�on

provide ongoing technical support for the solu�ons, tools and modules

evolve and refresh the access and authen�ca�on infrastructure solu�ons, tools and modules 
to ensure the underlying technologies are up-to-date and are mee�ng the needs of the 
community.

13.

KEY COMPONENTS

1 A Trust and Iden�ty Framework for Research which would guide 
iden�ty, access management and authorisa�on for all research 
infrastructure providers.

FRAMEWORK

2TRUST & IDENTITY 
INCUBATORS 

A series of Trust and Iden�ty Incubators to develop, foster 
and mature new ideas and approaches in trust and iden�ty 
that work with cu�ng-edge research infrastructure.

3REUSEABLE 
TOOLS & 
MODULES 

A suite of reuseable so�ware solu�ons, tools and modules 
that could be used by research infrastructure providers.

A cohort of iden�ty and access management specialists that can 
work with research infrastructure providers to:



14.

DELIVERING A SYSTEM-WIDE TRUST AND IDENTITY CAPABILITY 
FOR NCRIS
STAGE 1 – AN NCRIS TRUST AND IDENTITY ACCELERATOR AND INCUBATOR 
An urgent three-year injec�on of resources towards an NCRIS Trust and Iden�ty Accelerator and Incubator program 
would change the nature of what is possible from the Australian Access Federa�on and significantly benefit the NCRIS 
system and research sector more broadly.

The Accelerator and Incubator are framed around three years, with the view to establishing a review point to coincide 
with the scoping of new long term stable services for the NCRIS system and to extend over a Na�onal Research 
Infrastructure roadmap and response process, likely to occur in the next two years.  It is proposed that it be governed by 
a steering commi�ee structured as a sub commi�ee of the AAF Board, with representa�on from NCRIS and external 
experts. 

The cost to establish an NCRIS Trust and Identity Accelerator and Incubator is es�mated to be AU$3.2M (year 1), 
AU$3.3M (year 2), AU$3.6M (year 3).

STAGE 2 – OPERATING AN NCRIS TRUST AND IDENTITY CAPABILITY
The final resourcing envelope of Stage 2 will in part be informed by Stage 1.  A key difference however, will be that the 
focus of Stage 2 will shi� from helping individual NCRIS capabili�es to implement new trust and iden�ty solu�ons within 
the framework to suppor�ng and extending these solu�ons across the en�re NCRIS System. This would include, but is 
not limited to extending the func�onality of current solu�ons, implemen�ng new iden�ty and access technologies and 
solu�ons as they emerge and assis�ng capabili�es when they undertake major infrastructure refreshes.

Another key focus would be the ongoing maintenance of the trust and iden�ty solu�ons implemented and the access 
and authen�ca�on infrastructure. This would include an ongoing proac�ve cyber-security program to ensure the integrity 
of the Access and Authen�ca�on Infrastructure is maintained and con�nues to ensure that the right people access the 
right infrastructure, analysis tools and data.

The cost to sustain an ongoing NCRIS Trust and Iden�ty Capability is es�mated to be 3% of the total NCRIS budget per 
annum.

INCUBATOR
The intent would be to:
provide access to incubator resources to NCRIS capabili�es. This will enable capabili�es to adopt the framework 
and implement the necessary research specific tools, modules, so�ware solu�ons and Access and Authen�ca�on 
Infrastructure. It will also deliver improved cyber-security and specific access, authen�ca�on and authorisa�on 
outcomes to address their needs.

take the European Union’s AARC BPA framework, along with best prac�ce examples from the USA and the world 
and adapt them where necessary to the Australian context

build the necessary skills that span trust, iden�ty and its applica�on in a research context, through the crea�on 
of a cohort of iden�ty and access specialists with an eResearch background, along with other specialists and 
support staff within the AAF that can directly assist NCRIS capabili�es

build on the work in the European Union and the rest of the world, bringing together a set of reuseable so�ware 
solu�ons, tools, and modules along with the necessary research specific Access and Authen�ca�on 
Infrastructure.

ACCELERATOR
The intent would be to:


